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U.S.Airborne Electronic Attack Programs:
Background and Issues for Congress o

U.S. airborne electronic warfare (EW) programgolve developing and procuringW aircraft Analyst in Military
and EW systems that are mounted on U.S. aircrakk.H 3 U H \FYZD2DDddetequestor Capabilities and Programs
the Department of Defense (DOPJoposesunding for a number of airborne EW programs

May 14,2019

The Role of Airborne EW in Modern Warfare

EW is a component of modern warfare, particularlyeisponse to threats posedpdmtential adversaries such as Russia or

ChiQD (: UHIHUV WR RSHUDWLRQV WKDW XVH WKH HOHFWURPDJQHWLF VSHFV
deceive or 3VSRRI" HQHP\ UDGDUV UD G |LdatdFiRK3, RaXdpthErzMcréhiQ systamll lIBotefers to
operationghat defenchgainst enemy attempts to do the same

The shift in the international security environment from the-@mdtl War era to an era of renewed great power competition
has led to an increagéocus on EW in U.S. defense planning and programmingcpbatly aspects of EW related to high
end warfare.

U.S. Airborne Electronic Attack Capabilities

Airborne EW capabilities are@mponent of U.S. military airpower. AlthougledicatedJ.S. EW aircraft are relatively few
in number comparedith U.S. fighters, strike fighters, and attack aircraft, they play a role in helping to ensure the combat
survivability and effectiveness of other aircraft and friendly forces on the ground.

'2'fV WKUHH SULPDU\ PDQQHG (: afeihelNeW ER1BG Eravwen\izt Woe HCHA 80B IGWmpass

Call, and theAir ForceEC-37B Compass Call RHost A fourth manned aircraft the F35 Joint Strike Fightet has

extensive, integrated EW capabilitie 'V SULPDU\ DLUERUQH HOHFWeUhe @N/ALQIY sebtiemic SDV\O R L
attack suite, the Next Generation Jamraedthe Miniature Air Launched Decejammer.

EW Oversight Issues for Congress

Congress has continually shown interest in EW, and the decisions it makes regarding EW could affectSuiniteady
capabilities and funding requirements. In particular, EW programs pose several potemtight issues for Congress

X Whether DOD igrioritizing appropriatelyairborne EW programs in its planning and budgeting relative to
other U.S. militarygW programs (such as those for U.S. ground forces or Navy surface ships) and to other
DOD nonEW priorities

X WKHWKHU '2'fV SURSRVHG PL[ RI DLUERU Qstppropia@DELOLWLHY DQG LQYI
X The evolution of technology and how new technologies easnployed for EW operations.
X TKH $LU )RUFHTV SODQQHG7RsBMI HpldRing BABRISXULQJI (&
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(OUUBENVEUDOOD
7KLY UHSRUW IRFXVHV RQ VHOHFWHG 8 6 DLUERUQH HOHFWURQ
GHYHORSLQJ DQG SURFXULQUIEFFDVK MKW DRQ HUWDHW HKWVRQLF ZC

WKH (: VIVWHPV WKDW DUH PRIXQNWMIGHRQWE Z& GD HWH R B TW K i K\vH
'"HSDUWPHQW RI '"HIHQMHG LD'J VRAHIDVQXPEHU RI DLUERUQH (: SUR.

7TKHVH SURJUDPV SRRWHHDQ WKXPEB HRY RUBLIJKW LVVXHV IRU &RQJUHYV
WKHVH LVVXHV FRXOG DIIHFW IXWXUH 8 6 PLOLWDU\ FDSDELOLMW

&RQJUHVV KDV FRQWLQXDOO\ VKRZQ LOWHUHVW LQ (: DQG DLUE
OHPEHUM KROUWPHG WKH (: :RUNLQJ *URXS DQG WKH\ URXWLQHO\ G
FDSDELOLWLHYV 7KH 1DWLRQDO 'HIHQVH $XWKRUL]DWLRQ $FWV F
SURYLVLRQV UHODWHG WR (: DQG HOHFWURQLF DWWDFN ORVW |
IDWLRQDO 'HIHQVH $XWKRUL]DW LR @ B F WL VE&M/NIARXY WRGJ B\K H J3 LIR Y
DWWDFN DLUFUDIW DV ZHOO DV D VWXG\ WR FDWDORJXH DOO (:

~ ~ ~ .

| EEOT UOUOE

$O01l EUUODOPEWBEUI EUI

YI UeDbl b

(OHFWURQLF ZIVRIIPHMALRHY BOMRWWRORDH® HWLF PDE&HXWHU ZDUID
D FRPSRQHQW RI PRGHUQ BBV BRLH HS IV R WINKHI DN BLBIVAHEE0 B\
VRSKLVWLFDWHG SRWHQWLDO DGYHUVDULHV VXFK DV 5XVVLD D¢
WKDW XVH WKW IHOWEMWU/RPEHBEBQHDIWHRWHKHVHEW OLVWHQ WR MDP
R¥YSRRHQHP\ UDGDUV UDGLR FRPPXQLFDWLRQ V\VWHPVY DQG GD
VI\IVWHPYVY ,W DOVR UHIHUV WR RSHUDWLRQV IRU GHRHBGLQJ DJD|

IRUPDOO\ '2' GHILQHV HOMHFONWRDQLFDEMWMLIDQY H@EWROYLQJ WKH XVF
DQG GLUHFWHG HQHUJ\ WR FRQWURO WKH HOHMFWURPDJIJQHWLF V

$V VKRIQIK® '2' GLYLGHVHOHOWRBRQLF ZDUIDUH VXSSRUW HOHF!
DQG HOHFWY®EW DRQL B FAAD VIFDRHHWAL RSSYROW R UHIHUUHG WR DV |
PHDVXUHV (60 VIWINR@YHW ROD Q DGD/H DQIBUY D G QRRWMRBIQV PLV VLR
GHWHFW ORFDWH DQG XQGHUVWDQG KR ZOWRWUYRQIGF BDRW R BWS
LQYROYHV OLPLWLQJ WKH HO HW¥VRUZ R PPLI@HMOLEF\ \HTIKICRP K @ MV DR R

1 This report was originally authored by Ray Zunithen-Air Force Fellow.
2 For a brief overview of EW, se€RS In Focus IF11118efense Primer: Electronic Warfarby John R. Hoehn

S6HH IRU H[DPS O HNawMEKpandsRlEcHomagnetic Maneuver Warfarepactory atSea fNavy News
Service November 2, 201 Robert K. Ackerman Electromagnetic Maneuver Warfare Looms as New U.S. Navy
Discipline ‘Signal February 11, 2015.

4 Department of Defens®0D Dictionary of Military and Associated Terms As of February 2p198, accessed
March 13, 2019, dittps://www.jcs.milPortalsB6/Documentddoctrinepubsdictionary.pdf See also Department of
Defense,Joint Publication 313.1, Electronic WarfareFebruary 8, 2012, 144 pp. (including covers), accessed March
13, 2019, abhttps://www.globalsecurity.orgfilitary/library/policy/dod/joint/jp3_13 1 _2012.pdénd
https://publicintelligence.néts-ew/.
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RQWRZQ PLOLWDU\ HTXLSPHQW DJDLQVW (WK R WU RG ¥V DRV VHIDFH\P \
LQYROYHV MDPPLQQB® G GEMED GYIRQER P P D@L BN WRQE® L QN V

'"HYHORSLBAWWHU (: VIVWHPV LV D FRPSWDQW QR\WQ RIQWKLHO RWIBUD O C
FDSDELOLWLHYVY EHWZHHQ@KRY MRV H Q@ VWIRW $BREHAXNQWO\ GLVFXYV
PXFK GHWDLO EHFDXVH WKH VSHFLILFV RI (: SURJUDPV WHQG W
LQWHOOLJHQFH V\VWHPVY DQG FDSDELOLWLHYV

Figure 1. Overview of Electronic Warfare
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[ -~ Electronic Attack

3 Use of electromagnetic energy, directed
energy, or antiradiation weapons to
attack personnel, facilities, or equipment
with the intent of degrading, neutralizing,
or destroying enemy combat capability
and is considered a form of fires
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Electronic Protection "'\ )

Actions taken to protect personnel, facilities, \"'-.

and equipment from any effects of friendly or

enemy use of the electromagnetic spectrum

that degrade, neutralize, or destroy friendly //
combat capability P

o -~
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Electronic Warfare Support

Actions tasked by, or under direct control of, an
operational commander to search for, intercept,
identify, and locate or localize sources of intentional
and unintentional radiated electromagnetic energy
for the purpose of immediate threat recognition,
targeting, planning, and conduct of
future operations

— Electromagnetic Jamming (e.g., self-protection jamming
or standoff jamming)

== Positioning, Mavigation, and Timing Denial
= [lectromagnetic Deception

== Directed Energy

== Antiradiation Missile

— Expendables (e.g., flares and active decoys)

— Electromagnetic
Spectrum
Management

= El|ectromagnetic
Hardening

== Emission Control

Source: Department of DefenseJoint Publicatior13.1, Electronic Warfafebruary 8, 2012, Figur&lon p. 15,
accessed March 13, 2019,htps://www.globalsecurity.ongiilitaryflibraryfpolicydod/joint/jp3_13_1_2012.pdf
andhttps://publicintelligence.n@ttew/.

$6 WPDOWEOWS UEwWOI wil O Pl Ew&UI ECw/ OPI Uw" 00x1 UBC
'XULQJ WKH &ROG :DW XS $RBHHEIBYIHWIDHWO FRPSHWLWLRQ LQ PLOL

EHWZHHQ OWKG 18362 DOOLDQF& H3 ® WAKHE 65k VBIQG RI WKH
&ROG :DU DQG WKH VKLIW LQ&RIOK HDBWGSHL L\R &/ RV WKW BRDMVXUHG

UHGXFHG WHQVLRQV EHWZHHQ PDMRU SRZHUY DQG D VWURQJ 8
WHUURULVW DQG LQ@VPOANKDYWHRIHG VERCBVHRRD VLY LQ 8 6 GHIHC
DQG SURJUDPV HRADHOCOHERIGL FKRUVYBU H R IQDVHIGMLWNIXDUIDUH DJDLQ!
WHFKQRORJLFDOO\ VRSKLVWLFDWHG DGYHUVDULHYV
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,Q UHFHQW \HDUV WKH VKLIW LQ WKH LQW H&RM®DGV LIRW Bl O D/ MRX U L
DQ HUD Rl UHQHZHG JUHDW SRZHU FRPSHWLWLRQ KDV LQFUHDV}
SODQQLQJ DQG®SQ BDUDWPPAXQIDU DWWHQWLRQ KDV EHHQ JLYHQ \
KLJQG ZDUIDUH DQG WR FRQFHU®VWKAR §Q LWRHPG RVEDN WU Y HUWHG K
VWUHQJWKHQ LWV HIIRUWV LQ (: DV SDUW RI LWV RYHUDOO HIIR
VXSHULRULW\ RYHU SRWHQWLDO DGYHUVDULHV VXFK DV 5XVVLD

'2' QRWHV 5XVVLD KDV SODFHG DQ HPGHKDYLMRQROQ LQIRWW PLOL
H[DPSOH WBXYRUKDWE®O R\HEV(SDURMLALWWY\ RSHUDDQBQV LQ 8NUI
6\UL'R' VLPLODUO\ VWDWHYV WKDW &KLQD UHFRJQL]JHV WKH LPSRL
RSHUDWLRQV DQG LV GHYW®R/SD QJLQWAH J U B DEREGOR RDLIHW D UR U R D
PRGHUQL]D%H\R @KHIQRUMQ FRXUDJHV JUHDWHU LQWHJUDWLRQ EHV
WHFKQRORJLFDO D°Q®VV QG RDWDEBP®OMLHWVPDRP WKH VRSKLVWLFE
HIWHQVYL®OHMDOFQ HOHFWURQLFV LQGXVWU\

11 OEUPOOUT Dx wOil w6 wlOw" aEI UPEUI EUI

(: HPHULB®GWKH HDUO\ DQG P L ®'S{@MMVAWFID /KW RIQWKEWLRQ DQG V
UDGLR DQG UDGDU DQG WKHLU XVH LQ PLOLWDU\ RSHUDWLRQV
HPHUJHG GHFDGHV ODWHU ZLWK WKH LQYHQWLRQ DQG VSUHDG |
RYHUODS H[LVWV EHWZHHQ (: DQG FHEBUZB UM BHW X BK QV KWHW
(: IREXVHV RQ PLOLWDU\ RSHUDWL R QRAWW KB VD XD/IHQ W\K HU B G B BW DR
FRPPXQLFDWLRQ DQG GDWD OLQNWKZKKORIFFXW B  DIE[MDRAR/ DF WL Y

DV ZHOO DV GXULQVW RYHUW FARRBIOWHWY DQG VHUYHUV DQG LQYI
ZLUHG FRQQHFWLRQWDLEBWIHHQZWKHPFWLYLWLHY FDQ VXSSRUW I

5 For more on this shift, s€8RS Report R43838\ Shift in the Internatiori&Becurity Environment: Potential
Implications for Defensglssues for Congresby Ronald O'RourkeandCRS In Focus IF1113%valuating DOD
Strategy: Key Findings of the National Defense Strategy Casiumiby Kathleen J. Mclnnis

6 See Department of Defense, Defense Intelligence Agéhessia Military Power, Building a Military to Support
Great Power Aspiration2017, pp. 32, 42.

7 See, for examplex XUL /DSDLHY 38NUDLQH DWXQOQRHY\WXVYHDIH VEEMAURQLF :DUIDUH
Daily Monitor, vol. 15, issue 157, November 5, 2088 X V VdpbDysElectronicWarfare in Syria ‘Army

Recognition 2FWREHU 7 R RussiREReQQricWafare System in Syria Will Be AbleToack

Planes in Europe and IsraéNewsweek 6 HSWHPEHU [ RukBars M@rhiddRb&es & Growing

Threat to U.S. Troops in Syridroreign Policy July 30, 2018oger N. McDermottRussial Electronic Warfare

Capabilities to 2025, Challenging NATO in the Electromagnetic Spectntennational Centre for Defence and

Security Tallinn, Estonia, September 2017, p. 39.

8 See Department of Defeng&nual Report to Congress: Military and SecditHYHORSPHQWYV ,QYROYLQJ WKH 3t
Republic of China 2018 S JRU PRUH RQ &KLQDYfV PLOLGRSBép&HRRE4126Qde IDWLRQ HIIRUW
Chinese Military: Overview and Issues for CongrédsslanE. RinehartandCRS Report RL3315% hina Naval

Modernization: Implications for U.S. Navy CapabilitteBackground and Issues for Congrelsg Ronald O'Rourke

9 For more on these efforts, see Departhf DefenseAnnual Report to Congress: Military and Security
'"HYHORSPHQWY ,QYROYLQJ WKH 3HRIDSLIMSHBXEOLF RI &KLQD

10 For an example of these types of activities, GBS In Focus IF10118).S-China Relationsby Susan V. Lawrence,
Wayne M. Morrison, and Jonah Langifarmur.

11 DOD states that

[s]ince cyberspace requires both wired and wireless links to transport information, both offensive
and defensive cyberspace opinas may require use of the EMS [electromagnetic spectrum] for
the enabling of effects in cyberspace. Due to the complementary nature and potential synergistic
effects of EW and CNO [computer network operations], they must be coordinated to ensure they
areapplied to maximize effectiveness. Cyberspace operations may be used to force an adversary

Congressional Research Service 3



$6 WEUWEOWS O1 61 OVwOi was26w PUxOPI U

$OWKRXJK GHGLFDWHG 8 6 (: DLUFUDIW DUH UHODWLYHO\ IHZ L
86 ILJXWHUV VWULNH ILJKWHUV DQG SLVQW MR HDQ VX UD IWK KV R R
VXUYLYDELOLW)\ DQG HIIHFWLYHQHVV RI RWKHU DLUFUDIW DQG |
GHWHFW DQG MDP HQHP\ UDGDRQERQW WDR® BTN HHFHHQRR P\PR QVAK D V
ILJKWHUV VWULNH |LDR\SHLRP EDMUW OFFOND CPLRUFHU VDVH O\ SHQHW U D W
($ * *URZWEUVFXVVHG EHORZ DFFRPSDQ\ 8 6 ILJKWHUV VWULN
RQ PLVVLRQV WR SHQHWUDWH HQHP\ DLUVSDFH &RWPISDY\8 6 (: DI

&DOO DIGUNEFBEXMYHG EHORZ SHUIRUP WKHLU (: PLVVLRQV IURP V)
FROQWHVWHG DLUVSDFH

JLIWKQHUDWLRQ VWHDOWK)\ 8 & DI3MUREW DIQWRAMFWM W UL KH ) LJIKW H

DUH OHVV GHSHQGHQW RQ (: VX SSRHYHWBPIQ PQ 18 6 HY VUFW B DD W
V DQGV) KRZHYHU VWLOO EHQHILW IURP (: VXS SRUWWF XMI&HU FH

VXSSRUW IWHKEB YIDXY\, QWHJUDWHG )& § HFREE DG WKHQEASY K H

FRPEDW VXUYHYDHELVOLYHOHYE RI QHANOHUYDYWDRQ 18\6 HD UORBIIIW D (

IULHQGO\ IRUFHV RQ WKH JURXQG

$6WHDUEUEI U
$OWKRXJK YDULRXV 8 6 PDQQHG DQG XQPD®OQW ® HRERKB/MNIW SHU
RQ '2V WKUHH SULPDU\ PDQQHDL U FHUMDH WW WK & Z (> DWW WOKAN ( &

+ &RPSDVV &DOO0 WQREBPBERON (&RD/AMWO 5W DOVR IRFXVHV RQ D IRX

DLUFUDIW-RELRAV)6WULNH )LIKWHU E®&LF K BSNEH [MLAMQWHLVY H EERK. & W
IRXU DLUFUDIWUILLWH I®L\VEKYR H G

I O] P OThuwe w&UOPOI U

7KBORHIRJI* *URZQHIXUH.V D 1DYFBBDEDMU(: DEUEBDUN ,WV
PLVVLRQ LV WR HEQHPN FVDREROEV WK  RU PRUH DLUF®WDIW LQ DQ C
HPEDUNHG DLU ZLQJ W\SLFDUOVYKRXH RUUEYEBIWUBIUI DOVR RSHL
5R\DO $XVWUDOLDQ $LU )RUFH 5%$%)

from wired to wireless networks that are vulnerable to EA [electronic attack]. EW may be used to
set favorable conditions for cyberspace operations by stimulatimgprked sensors, denying

wireless networks, or other related actions. In the defensive environment, EW systems may detect
and defeat attacks across wireless access points.

(Department of Defensdpint Publication 313.1, Electronic WarfareFebruary 8, @12, p. 15,
accessed March 13, 2019 htps://www.globalsecurity.orgiilitary/library/policy/dodjoint/
jp3_13_1 2012.pdindhttps://publicintelligence.ngtls-ewl.)

12The F35 includes inherent EW capabilities, as discussed below.
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Figure 2. EA-18G Growler

o

Source: 3KRWR DFFRPSDQ\L Q Eleditdrix QVefald Exeddtiv® Committee to Focus on Strategy,
Acquisition WSNI NewdViarch 18, 2015.

7KH ($* LV WKH VXFFHV WO WHROW BH FDOMWUHDKLFK ZDV RSHUDWH
WKH 1DY\ DQAJSMDUIZKQH @FKLHYHG LQLWLDO RSHUDWLRQDO FDSD
6HSWHPE®¥IDQG ($V KDYH JUDGXDOQ®@VUHEBGDERYG Q$SRI-MUDWLRQDO
RSHUDWHG E\ WKH ODULQH &RUSY ZHUH UHWLUHG LQ ODUFK

8QINH WK¥ ZKLFK ZDVHD IR XWKM ¢$K DDF UH2ZWRIRKH (%% ZDV

DQ (: YDULDQW RI WKH 1DY\ DRDG DP O, BWH %R H 8 VDMDUDEMN B ODQH
WKH ($LV DQ (: YDULDQW RI WKH 1DYFDSDBEDHFBEHLRUSY FDUUL
+RUQHW VWWHIWNH ILJK

7KH ($* LV HTXLS®IQGDZILVERUQH HOHF WU R Q L FYWRDAMNRREONSH & D
IURP WKHV,PSURYHQ GDWDE,, ,&$3 ,,, $M &V VWEHHPREKH ($

* FDUULHV $1IMIDRPLQJ SRGV ZKLFK DIH{WVRH BH WDHE O H B PEP\H U
MDPPLQJ7BRG\D Y\ VWWWH ($WKBDWHFWURQLF DWWDFN XSJUDGHV P
($ % $LUKRWPIFWURQLF $WWDFN FDSDELOLW\ WR GHWHFW LGHQ
>SHOHFWURPDJQHWLF@ HPLQMWHULY LSVARW RGIHD WQR QR Q BH @G KFHROQV H U
DQG SURYLGH RUJDQLF SUHFLVLRQ HPLWWHU WDUJHWLQJ IRU HF
WR IXOILOO RSHUDWEZRB OO Y\HTKUWIKHPYH YWD WHV WKDW

13 Department of the Navy).S. Navy Program Guide 201. 11.

14 See, for example, Shawn Sno#A-6B Prowler,One of theSaltiestWarfighters in the Marine CorpRetires *
Marine Corps Times 0D U FK -XVWLQ .DW] 3:0DULQH &RUSV WR &RPSOHWH 3URZOHL
Defense, November 1, 2018.

15 Department of Defense, Fiscal Ye&iy( 2018 Budget Estimates, Navy, Justification Book Volume 1 of 4, Aircraft
BURFXUHPHQW 1DY\ % XNgayR07,HFWRDFLpsgE 69 iof 242).
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[tihe EA-18G provides fullspectrum airborneslectronic attack (AEA) capabilities to
counter enemy air defenses and communication networks, most notabtadaution
missiles. These capabilities continue to be in high demand in overseas contingency
operations, where Growler operations protectitoalforces and disrupt critical command

and control links®

7KH $LU )RUFH GRHV QRW RSHUDWH DQ DL WAKUD O \GA WHKFW G\L D Q [
YRUFH DLUFUDIW ZIDWHW KB Q)(: YDULDIQWKRIHWKAKH $LU )RUFH UHYV
WIOHDVW RI1 MW ()

7KH 1DY\ VWO WH VVMKDRYHQWRU\ REMHFWLYH RI DLUFUDIW ZL
EDVHG VTXDGURQV ILYH DFWLYH H[SHGLWLR'GDWRWDXDBIURQV L
($ *V ZHUH SURFXUHG WIQFRXIXLPJ D ILQDO SURFXKHPHQW RI
'"HSDUWPHQW RI WKH 1DY\ GRHV QRW SOD@ 1XUWKNH S’ RFXUHPH

()V FXUUHQWO\ DUH UHFHLYLQJ IX®WK® J* URZ OHWHUWY IH{ B HIFLWH
EH UH SO MHGE W K H° \%

+OEOI 11 Ew, HUYDOWEOxEUUW" EOO

7KH (& + &RPSDVYLE&ROAY DQ (: DLUFUDPREDYHG RRAUVLRQ RI WK
+HUF¥OWVR DLKIFYDMWWWHP RQ WKH DLUFUDIW LV FDOOHG WKF

7KH $LU )RUFH VWDWHRVLWKRSWW KHQ 8P\ FRPPDQG DQG FRQWURO

DQG OLPLWV DGYHUVDU\ FRRUGLQDWLRQ7HWRE DMWY &DRO HQHP\

VI\IVWHP HPSOR\V RIlQQRUFNFBHWARD WG HOHFWURQLF DWWDFN RU
VXSSRUW RI 8 6 DQG &&RDOLWLRQ WDFWLFDO DLU VXUIDFH DQG

16 Department of the Navy).S. Navy Program Guide 2013. 10.
17 Department of the Navy).S. Navy Pogram Guide 201,7p. 11.
18 Research and development efforts to improve the capabilities-dBE4A in coming years are funded in Program

Element (PE) 0604269NEA-18 Squadron3 D OLQH LWHP LQ WKH 1DY\fV UHVHDUFK DQG GHYHOR:
IDY\TV HR PRV EXGIHW WKLV 3( LV OLQH LQ WKH 1DY\fV UHVHDUFK DQG G

19 Department of Defensgnnual Aviation Inventory and Funding Plan: Fiscal Years (FY) 20048 p. 10. Accessed
at: https://apps.dtic.mil/dtic/tr/fulltext/u2/1062648.pdf

28Q0OHVV RWKHUZLVH LQGLFDWHG LQIRUPDWLRQ LQ W&I3UH\CBPAst RQ LV WDNHQ
Cal * 6HSWHPEHU DFFHVVHG 0DU FEheet is dated $EpWIrKbieRN23 K01 KtheVAit D F
Force states that its online fact sheetstain upto-date information and statistics.
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Figure 3. EC-130H Compass Call

Source: U.S. Air Force official website, E30H Compass Call Fact Sheet, September 23, 2015, accessed April
1, 2019, atttp://www.af.milAboutUsfFatSheetdisplaytabid224/Article/104550éc 130hcompasscall.aspx

7KH (& + LV RSHUDWHG E\ D FUHZ RI PRVW Rl ZKRP DUH DVVLJ
(: VIVWHPV 7K#HHKBQ EH FR Q \FLDGORMIEH Q WLIRMGHRDIXG DVVHW
PHDQLQJ D VSHFLDOL]HG DVVHW WKDW H[LVWV LQ '2' LQ UHODW!|
HIWHQVLYHO\ $ )HEUXDU\ SUHVV UHSRUW VWDWHV WKDW

[tThe small, 14aircraft EG130H fleet has been flying since 198and neaiconstantly in

the Afghanistan, Iragand Syrian conflicts, because of the unique capability it offers in
communications jamming and electronic attack. It has been a key element in the fight
against ISIS, an adversary that has adapted high technology to its tactics and strategy

EC-130Hs thee have been deployed nonstop since 2002, the longest continuously
deployed Air Force unit in the Afghanistan véar.

7KH (& + DFKLHYHG ,2& LQV DUH EHLQJ UHSODFHG RYHU WLPH E\
&RPSDVV &ROUW DHUFUDIW VHS$ILQHRW MH BWRRIGIFWKH.Q LWV )<
VXEPLVVLRQ WKDW LWVZDQG IQR\ELQ(EHUYLFH DW WKH HQG RI )<
(& +V DQG RQM (@ VHUYLFH DW WKH HQG+RIUKPDLQKL®H (&
VHUYLFH WKH $LU )RWFAHWKMPQW RVIRPBREBMH QVKHLU FDSDELOLWLH
PDLQWHQDQFH FRVWV ZKLFK KDYH E®HQ ULVLQJ DV WKH DLUFU!

21%ULDQ : (YHUVWLQH 3(OHFWUR®BERE®G U IDPW HL Qi@pfirdée MaghsngF&zualy
2018.
22 Modernization of EW systems on EX30Hs is funded through a line item in Medification of In-service Aircraft
L H %XGIHW $FWLYLW\ SDUW RI WKH $LU )RUFHYV DLUFUDIW SURFXUHPHQ\
,Q WKH $LU IRUHutyEN\supmission, this is line item 53.
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T U Y PURVN

$"t A! w" OOxEUIUGOUBOQORMWEUEIT U

$LU )RUFH SODQV FDOO MRUY&U HYOOFHL QY WWKH XIHVUK IDFWRWDO RI
% &RPSDVYV+&D/AO DeHJ FXUWDH W

Figure 4. EC-37B Compass Call Re -Host Aircraft
S$UWLVW:-V UHQGHULQJ

Source: Artist rendering accompanyingpULDQ : (YHUVWLQH "(OHFWUR®BEE®DUIDUH ,VQ-W *R
+V L @iOFqrce Magazjrfeebruary 2018.

7KH ILUVW ZBV SURFXUHG LQ )< WZR PRUH ZHUH SURFXUHG L
JRUWHSURSRVHGGQ&HW BXTXHVWYV PLOOLRQ IRU WKH SURFXU
)< $LU )RUFH SODQV FDOO IRU GSVRFX UL QDWERIWVRDSEUAHD!
SODQQHG WRWDO RI LV UHDFKHG

7KH $LUWRWFH EXGJHW VXEPLVVLRQY\SURHEN RNY AWVKRQWHUKWHKH $L
JRUWHLQYHQWRU\ E\ WKH HQG Rl )%V DUKH FIKIH\GX OVHG&R W& DFKLH®
2SHUDWLRQDO &DSDEBLOLW\ ,2& LQ

/| THFKQRORJLHVY D 8 6 GHIHQVH FRQWUDFWRU L@RRORMG LQ (:
WKH (% 7KH & LV EDVHG RQ WKH *XOIVWUHDP * FRPPHUFLDO I

23Procurement of EC %V LV IXQGHG WKURXJK WKH 2WKHU $LUFUDIW L H % XGIJHW $FW
DLUFUDIW SURFXUHPHQW DFFRXQW LQ D OLQH LWHP udgVgubwisierG & RPSDVV &D(
WKLV LV OLQH LWHP 7KLV OLQH LWHP LV QRW WR EH FRQIXVHG ZLWK WKH Sl
FY2020 aircraft procurement account, which is also called Compass Call. Line item 15 is for the procurement of new

EC-37B aircraft, while line item 53 is for the procurement of Compass Call EW systems for both existi3gQIEHC

aircraft and new EQG7B aircraft.

Congressional Research Service 8



WKDW WKH $LU )RUFH DOVR %VHY WV D\IUWS EDWLD LIRFIUDWW & KH $L
WKDW %&

will receive Prime Mission Equipment (PMEpm legacy donor E€30H aircraft, as well

as new, upgraded PME 7 K Hhddteld COMPASS CALL platform will utilize 70% of

the PME off of the current airframe without modification; the remaining 30% of PME wiill
be new or modified (repackaged) for thehost. [Compared to the EC30H,] the rehosted
COMPASS CALL aircraft will provide increased range, speed, endurance and operating
altitude for better standff range and survivability. This will enable the USAF to
effectively conduct Electronic Attack (EA) an AntiAccess/Area Denial (A2AD)
environmeng?

7KH $LUWRDUAFFTIKLVLWLRQ VWUDWH3I\ IRHUYMWSEDHBHQJI WKHLW& (:
VIVWHPV RQ QHZ *XOIVWUHDP * DLUFUDIW ZDV DDYBOBEINMHFW R (
SURWHVWV

ot k uQUE? OUDOT w%bi1 1 Ul U
7KH /RFNKHHG OCRUQWQ6 W U LINIHK YIHIK VEHWU QJ SURFXUHG LQ WKUHH

WKH $LU )RRUFBDYLQH &RUSDVQG 1D¥\ $QRWKHU &56 UHSRUW SUR
DQ RYHUYLHZ RURNKIBPA ZKUWFKDVIAVW VLQIJOH*®FTXLVLWLRQ SU

KLOH WRHSULPDU\ PLVWIRRX @& FROARDW L H VWWERNYB RSHUDW
FRPEDWLIKWHU RSHUDWDRQDLEDWIORD)ISDELOLW\ WKDW LV FODLPH
IRFNKHHG ODUWWE®HRBUEPBORRQWUDFWRU 2P\W R XD FAY XQ L IQ F DMKXW OC
JUHDWHU WKDQ WKDW RI SUHYLRXV 8 6 I|LJKWMWMDUNHDW DWW OHF N
v (: VIVWHP GHVLIJQDWHGYHVS$b¥ D VLIQDOV FROOHFWRU V\VW
uUubGbU ZzDUQLQJ LGHQWLILHY WKH JHRORFDWLRQ RI HOHFWURQ!
VLPXOWDQHRXVOAD BQ RY KGHVO KL REO)GMLHR DQWHQQD KLIJK JDLQ FF
PHDVXUHV DQG KLJK JDLQ HOHPFAWSAFEQRIUFG D Q/IVIV RN/ RAFKNUIKR-DHIGK RM KLH
WKHVH (: FDSDELOLWLHYV D U HUGH WXIHX@QM & RXRHBND RINHIDG-HV LR @G MW L P H
KLIJIK VHQVLWLYLWRID@QWBURHBWL MWA¥FXUDWH GLUHFWLRQ ILQGLQ
SURYLESHURNWBFWLRQ FRXQWHUPHDVXUHY DQG MDPPLQJ

24 Department of Defense, Fiscal Year (FY) 2020 Budget Estimates, Air Force, Justification Book Volume 1 of 2
Aircraft Procurement, Air Force, Vdl, March 2019, p. 113.

25 For press articles providing a review of the debate over the Compass Call replacement acquisition strBémy, see

: (YHUVWLQH 3(OHFWURQLF 2BuUHTU H +,W QLGDERde MagézhBRebruary 2018

5DFKHO &RKHQ 3&RQJUHVYV 7HOOV-;$6WUYRWHH\1RW @/\NR KSHHE QURD WBIPM& "~ ,QVLGH "
1RYHPEHU 9DOHULH ,QVLQQD 3/ *HWV &RPSDVV &DOO &RQWUDFW 1DPH
Defense NewsSeptember 8, 2017.

26 CRS Report RL30563;-35 Joint Strike Fighter (JSF) Prograrhy Jeremiah Gertler

27 Greg Lemons, Karen Carrington, Dr. Thomas Frey, and John Ledyard, Lockheed Martin Aeronaut&®@Qfn 3

35 Mission Systems Design, Development, and Verificatior$ ,$$ $YLDW LR Q )R9) Xtanta, 502918

Aviation Technology, Integration, and Operations Conferegu@roved for public release 5/1/18, ISP, p. 6,

accessed April 2, 2018t https://www.lockheedmartin.coegntentlamlockheedmartineotdocumentsiebtf-
35_Mission_$stems_Design_Development_and_Verification.jpdickheed officials state on page 7 tihe EW

system is common among the thre83-variants, except for the forward Band 3/4 arrays, which employ longer
elements for the-B5C Carrier Variant (CV). Also ffering, the distance between the inboard and outboard arrays is

less on the CV variant due to the wing fold. In addition to the EW Band 3/4 apertures, the radar MFA [multifunction] is
empOR\HG WR VXSSRUW (: IXQFWLRQV ~

28 tGen Steven Rudder has statedhte Senate Armed Services Committee that #8& Ean providing jamming

across most frequencies, however there are deficiencies which can only be provided byl 8@& Sfatement of
Lieutenant General Steven Rudder before the Senate Armed Services @ensmiitommittee on Seapower [hearing]
on Navy and Marine Corps Aviation Programs in Review, March 6, 2018, gB.57
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Figure 5.F-35 Joint Strike Fighter

Source: '"HIHQVH 9LVXDO ,QIRUPDWLRQ 'LNaftiboddl ERekyIFBsQvabArSHAW2E18' 9, ' 6
[Image 20f 12y DFFHVVHG $SULO

IRFNKHHG ODUWLQ FODLPV W KIDQWHOHH WRBRRWKH £ DR W HUHD WD FXHEIOC
GRHV QRW UHTXLUH D GHGLFDWHG HOMKEMWURRNEG D %/RWDH Q WLLJTO
RWKHU DLUFUDIW WR SHUIRUP HOHFWURQLF DWWDFN PLVVLRQV
RUJDQLF MDPPLQJ FREBE LAOLWD PMKIHYH HOHFWURQLFDOO\ VFDQQ|
ZKLFK WHDPHG ZDWKLRG YOBDQRHEWKP SDFNDJHV FMWKSRWHQWLD (
MDPPLQJ SRZHU RI®OHJDF\ DLUFUDIW

JLIXUWKRZV WKH ORFDWURQ RW K GNTRIGFPKKUL QJ D KHDULQJ
RQ WKH 1DY\ DQG ODULQH &RUSV DYLDWLRQ SURJUDP UHYLHZ /L
VWDWHG WKDW DOWKRXJK WKH 0% U WXH ORUEMZ BRWHWLULQI W
ZRXOG KDYH VXIILFLHQ@W® VW FODSWDLELHD B\WW U BR'UFRQWLQJHQFLHYV

2% IRFNKHHG Uiiptesdeqrted Battlefield Access DFFHVVHG $SULO 6 HAN/ASQV R % $( 6\VWHP\
239 35 electronic warfaredountermeasure system DFFHVVHG $ S http</www.baesyBtéms.coemus/
productan-as@239-f-35-ew-countermeasurgystem

307\0OHU 5R Jroddxhe R35 Become the Biggest Electronic Intelligence Collection System Ever DeVikkd?
Drive, July 6, 2016.

31 Statement of Lieutenant General Steven Rudder before the Senate Armed Services Committee Subcommittee on
Seapower [hearing] on Navy and MaiCorps Aviation Programs in Review, March 6, 2018, pfh&7
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Figure 6.F-35 EW System -Related Equipment

EW Racks 2A/28

28 Modules Total
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Dig Receivers

Radar MFA
(Shared)
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——
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P ) Wgnsers 2)
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i

Source: Greg Lemons, Karen Carrington, Dr. Thomas Frey, and John Ledyard, Lockheed Martin Aeronautics

& R P S DR35 Mission Systems Design, Developmemnid Verificationp $,$$ $YLDWLRQ PRUXP -XQH
Atlanta, Georgia2018 Aviation Technology, Integration, and Operations Conferegmgroved for public

release 5/1/18, JSF582 Figur 8 on page 7, accessed April 2, 201%tts://www.lockheedmartin.com/
contentdamlockheedmartinfeo/documentsiebt/~

35_Mission_Systems_Design_Development_and_Verification.pdf

Forward Band 3/4
Aperture & Aperture

—

4

"

= S S L

e AFT Band 3/4 Aperture & -.q,%-“f;
Aperture Electronics

e T RS e LTI

PUEOUOI w$ew/ EAOOEEU
'2' ¥ SULPDU\ DLUERUQH HOHFWHWRKGH B 1DV WO IF N BSDR@EBIGY LQFO.

VXLWHH 1H[W *HQH DMWKRQLQRPMXUH $LUD/DXHIBKEKRG 'HFR\
WKHVH VA\VWHPV LV GLVFXVVHG EULHIO\ EHORZ

-y HPNNwW3IEEUPEEOwW) EOOPOT w2aUUi OQwp3) 2 A

7KH $1 $/4WDFWLFDO MDRBXQBIQGEVWHHR HH)D OXRHFRQVLVWYV RI

D VHULHV RI HOHERVGNR QAKHMD P WIHPIZDV RULIJLQDOO\ GHYHORSHC
($ % DQG LW ZDV DOVR$XVKB E\VWWHKIHP DV EHHQ XSGDWHG RYHU
FXUUHQWO\ FDUULHG E\ ($ *V 7KH FXUUHQW)YHUVLRQ RI WKH \
DFKLHYHG ,28D®\ SODQV FDOO IRU UHWBDFKEJIWHKW SHOHUDWLR(
-DPPHU VHH QH[W VHFWLRQ 7K HLM W\KWWRION \D MWKEDRNY QK MV B AW
MDPPLQJ VIVWHP LQ WKH 'HSDUWPHQW RIVWIWAR@® LYYIDEWRU\ >

PDWOHUDQG WHFKQRORJLFDO REVROHVFHQFH DQG FDQQRW FRXQ
WKU#MDWYV

32 Department of the Navy).S. Navy Program Guide 2013.27.7KH 1DY\{V XVH RI WKH ZRUG 3WDFWLFDO~
the system is carried on a tactical fighter aircraft, as opposed to affi dikerthe EG130H Compass Call.
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Figure 7. EA-18G Growler Equipped with AN/ALQ  -99F Tactical Jamming System

Source: Annotated U.S. Navy photo as printed in Government Accountability Offiilext Generation Jammer[:]
DOD Should Continue to Assess Potential Duplication and Overlap As Program Mex»es- FeadardAugust
2013, p. 5.

Figure 8.ALQ -99 Tactical Jamming Pods

ALQ-99 Tactical Jamming Pods

Pod Interface Unit
(-525/€4-156]

FHarchack
(-525/EA-18G, -523 EA-68)
N\

ALQ-99 Pod
Maximum Load -5 Pods (High Band)
Typical Load -3 Pods
2 Wing Station : High Band N
1 Centerline: Low Band Fod Interface Unit

-525/5A-186)

A Pod-Mounted Weapons System
» Offensive Electronic Attack Fam

= 1-vs- Many EA from Standoff / Modified Escort | “%" = . =
position Sl Ay

« Synthesize, amplify, radiate & control multiple ‘*\ e
high power jamming modulations :

Harddack
(525/E4~18G, +523 EA-S3)

Low Band
Transrrater

e ol
» Requires integration with AEA Receiver System =
s . 9 ALQ-99 Pod
* Modular & Flight-Line Reconfigurable i

Source: Briefing slide accompanyidgseph Trevithick and Tyler Rogowalavy - Wext Gen Jammer Is Three
Pods, Not One, And Competition For One Of Them Just Heated Ufhe DriveOctober 25, 2018. In this press
report,the FDSWLRQ IRU WKH EALRANAFRAIyal Aust@alin\AW A e €fing slide showing the
interior layout of the two types of AN/AL@99 pod.u
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-1 R0w&i 61 UEUPOOW) EOOI Uwmp- &) A
$V PHQWLRQHG DERYH 1DY\ SODQ VZEMXOD! RUZNHSFO BB DQH & KAHK $i
1H[W *HQHUDWLRQ)LDRBHLU XUH D QIGI XUH

Figure 9. Next Generation Jammer 3 Mid Band (NGJ-MB)
S$UWLVW:-V UHQGHULQJ

Source: 3KRWR DFFRPSDQ\LQLB, slortArofSele®ed For Next Generation Jammer Work;
Program Stalled After Raytheon Protegt/SNI NewsAugust 21, 2018.

7KH 1*- LV EHLQJ GHYHORSHG LQ WK URMVLVQKUHRHDG\L S HYH TR H C
EDQGV WR SUHYHQW DGYHUVDULHV IURP XVEBQXMWKHLWWFRPPXQL
LQFUHPHQW ZKLFK LV WR SURNQGHUHFRERQELEBVWZDRQ PUBYLRXV
DV ,QFUHPHQW  EXWI1L¥4 QR ¥ \NDHPHREWWKKHQ HUDWIORG -DPPHU
%DQIG-0% 7TKBHWFUHPHQW ZKLFK LV WR SBRIYQGH (: FDSDELOLW
IUHTXHQFLHV ZDV SUHYLRXVOLW @ RZUEBIGOW B BAK HQFHI[MP HH)Q\H U D
-DPPHMRZ%DQG /B6-7KH UHPDLQLQJ LQFUHPHQW FXUUHQWO\ FDOC
SURYLGH (: FDSDEDQIGWNUHT XHQK L H VAW R H VRAUDBM K VRW KBIWH O R S P H G
WKH LQFUHPHQWV@ ZDV GHWHUPLQHG E\ WKH DVVHVVHG FDSDE]!
VKRUWID®DIOY OHIJDF\ VIVWHP WR FRXQWHU WKRVH FDSDELOLWLH
FRYHULQJ WKH PR¥W FULWLFDO WKUHDWYV

33 Radars and radios operate at different frequencies depending on what mission they are trying to accomplish. Lower
frequencies (.. OREZDQG"~ SURYLGH D ORQJHU UDQJH SLFWXUHHHRami§ed DLUVSDFH EX'
Middle-band radars can provide target quality pictures for missiles, however do not have as long of a rafimdigh

radars can provide higiidelity pictures, however they shorter ranges and the radio frequencies can be disrupted by

objectsand even water molecules. For more informationGRe8 In Focus IF11158efense Primer: Military Use of

the Electromagnetic Spectrutny John R. Hoehn

34 Department of the Navy).S. Navy Program Gual2017 p. 27 andDepartment of Defens&jirector, Operational
Test & Evaluation, FY 2016 Annual Repddecember 2016, p. 303.
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Figure 10. Next Generation Jammer 3 Mid Band (NGJ -MB)
S$UWLVW:V UHQGHULQJ

Source: Department of DefenseDirector, Operational Test & Evaluation, FY 2016 AnnuaDReporber 2016,
p. 303.

5D\WKHRQ ZDV DZDUGHG WKH*FRQ WUDFWHRYV GHRVMWKRIRIDIUXPPL
DQG +DUULV ZHUH DZDUGHG WKHYR@W UMY« IRUEBEGHWHORSLQJ
VXEPLVVLRQ VWPWHN WFKBGXIOHG WR DFKLHYH ,2& ¥Q WKH IRXUYV

7KH 1*- SURJUDP KDV EHHQ D VXEMHFW RI FRGUSIXIX\RODO RYH L
SUHVV UHSRUW VWDWHV WKH 1DYVYVVKRAEEMB UL QLMKYVWEHY HO R
UHQHZHG IRAXDMWRESRZHU BRRNHWXWDRQ\ ZLWK 5XVVLD DQG &KLQ
EHHQ JLYHQ LQFUHDVHG % PSRQMGQEKHIQIGHSWH BRYH @ \DV W K H
8QGHUVHFUHWDU\ RI $FTXLVLW LGRHF LTHFXK QRRORB F IDQIGU/MW HV W K A V¢

35 See, for exampleloseph Trevithick and Tyler Rogowaydavy { Mext Gen Jammer Is Three Pods, Not One, And
Competition For On®©f Them Just Heated UpThe Drive 2FWREHU 6 ¥ NdthidRSglEctedl
for Next Generation Jammer Work; Program Stalled After Raytheon Prag&iXll NewsAugust 21, 2018.

%6HH DOVR -X/dldd irshbW]2019: Next Generatiodammer on flack for US Navy 10C in 2022
-DQHYV 'HIHQFHEHNKXBDO\ 3DXDYOFYHDHIA (3 -DPPHU WR ,BidangD G\ LQ
DefenseJuly 17, 2018.

37 See, for example, Government Account Ability Offigéeapon Systems Annual Assaent[;] Knowledge Gaps

Pose Risks to Sustaining Recent Positive TreBA©-18-360SP, April 2018, pp. 16203; Department of Defense,
Director, Operational Test & Evaluation, FY 2016 Annual Repdgcember 2016, pp. 3¢B4; Government
Accountability Ofice, Next Generation Jammer[:] DOD Should Continue to Assess Potential Duplication and Overlap
As Program Moves ForwardsAO-13-642, August 2013, 27 pp.

38 6DP /D*U RQNbrthtop Selected for Next Generation Jammer Work; Program Stalled After Rafttugest
USNI NewsAugust 21, 2018.
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Figure 11. Next Generation Jammer 2 Mid Band (NGJ -MB)

Source: lllustration accompanyingpV HS K 7 U H YHe\Nd&y: RIBlw Jammers For Its EA8G Growlers Cut
Back Their Range More Than The Old Pogghe DriveNovember 28, 2018.

7TKH 1Y)\< EXGIJHW VXEPLVVLRQ UHTXHVWYV PLOOLRQ IRU
7KH EXGJHW VXEPLVVLRQ SBGRIVMBEQ W BRWOKDH QW) CHQUV WR
LQ )< DQG JHUR IXQGLQJ WKHUHDIWHU DIV-OPPWMDUFK DQG GHY
FRPSOHWH®®B WUDQVLWLRQV IURP UHVHDUFK*D/XGE GHGHIBWSPHQ
VXEPLVVLRQ HVWLPDWIQG B KHN MWORREGP E& Q¥4 FMRIYUWW R IPEOOLRQ

LH DERXW ELOOLRQ RI ZKLFK PLOOLRQ L H DERX)\
WKURXJK )<
7KH 1WWY)< EXGJHW VXEPLVVLRQ UHTXHVWWKH PLLOOALRQ IRU 3

SURPXWQHW IXQGLQJ UHTX¥NVYMH G XRPLVVLRQ SURMHFWY WKDW LQ
DV SURFXUHPHQWDRISM-XS DQQXDO I XQLRIXUIGRIHWKHW®RLQH LWL
PLOOLRQ LQ )< DQG PLOOLRQ E\ )< WRMHD OXEPLVVLRQ F
SURFXUHPHQWORNMW RI 1*- PLOOLRQ L H DERXW ELOOLRQ

7KH 1WY)< EXGJHW VXEPLVVLRQ UHTXHVWYV PLOOLRQ IRU
SURMHFWY DQWRRBOHRYB L@ VXEVHTXHQW \HD UMW KWR PLOOL
VXEPLVVLRQ HVWLPDWHVY WKH WRWDO/MHVYWDUFK DQGHG HBEROR/S |

ELOOLRQ RI ZKLFK PLOOLRQ KDV EHHQ UHFHLYHG WKUF

39 Research and development workN@JMB is funded inProgram Element (PE) 06044\, Next Generation
Jammer (NGB D OLQH LWHP LQ WKH 1DY\fV UHVHDUFK DQG GHYHORSPHQW DFFRXQW
submissionPE0604274Nis line 15 in the account.

40 procurement oGJMB is funded through a line item called Next Generation Jammer (NGJ) in the Modification of
$LUFUDIW L H %XGIJHW $FWLYLW\ SDUW RI WKH 1DY\fYudyetUFUDIW SURFXUH
submission, it is line 59 in the account.

41 Research and development workN@JLB is funded in PE 0604282Mlext Generation Jammer (NGJ) Increment

I DQRWKHU OLQH LWHP LQ WKH 1DY\YV UHVHDUFK DQ GsubH¥SHORISPHQW DFFRXQ
PE is line 118 in the account.
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%HFDXVH WKH 1*- UHSRUWHGO\ S URDKFRIYGRRU HWRWHNY KH{ WDN K H (9
*HQHUDW L R(D VDWRHUS RWG QRMLIDJIOWRIH RSHUDWEFR®DO UDQJH RI W
1RYHPEHU SUHVV UHSR U\EDWQAED SRHG/ SNUKRERNDRIHKYHECIRG) MVLKGH
FXUUHQW?2 $DI\W KM BQRSRVDOERQGVKRGORYY SDUWLDOO\ UHMHFW
LQFUHDVHG GUDJ RYHU FRPSHWLQJ GHVLJQV 7KHVH LQFUHDVHYV
RSHUDWLRQDO UPQHEH RS WKDHAW RSUDQJM LV FODVVLILHG

, POPEUGHUE WO DIVl Ew#1 EQawp, +#AWEDEwW) EOOI Uwep, +
'2' VWDWHWHWKQOWDODWXUH $LU /DXQFKHG '"HFR\ -0$D'OVRDG -DPPHU
GHVLIJQDWHGQISIIBRUHWQGJIXUH LV GHVLIJQHARVDW B[OGRQGDEOH YHKLE
WKHEDM) UHSOLFDWH WKH 0L POW @G IDGD WD GEHOMDXE/HY R
HOHFWURQLF DWWDFN FRPSRQHQW L¥FGERVIGIL@QHGMWRRWKHS 2RUW D

VWULNH IRUFH WR DFKLHYH PLVVLRQ VXFFHVV E\ MDPPLQJ HQHP
GHJUDGLQJ GHQ\LQQ GGWHRINFIUPOWR RWENQLWLRQV

0$/' KDV D UHSRUWHG UDQJH R DERDOW ILUYWX@HF¥FHEHORIHEHVYQ Wk
V DQG PRUH WKDQ KDYH EHHQ SURGXFHGLV @QRZ YHUVLRC
EHLQJ GHYHORSHG $Q $XJXWHNW WKBOWHVV UHSRUW VWD

MALD -X enhances the modular nature of the mini cruise missile with the ability to
accommodate different electronic warfare payloads that are more advanced than those
found on MALD-J. What is planned to come out of MAERis a networked decoy that

can use its adaptive electronic warfare payload to deliver electronic attacks on air defense
nodes autonomously or at the direction of operators from a afar in aas&gnomous
fashion?®

$ GHULYDWL Y-HDRIGO$$/'GHVLIJQDWHGLUS$EHL RS HG YRIW XVH RQ
1DY\ ) % ) VWULNK ILJKWHUYV

2JoVHSK 7UH YHeWd(yMsw Fammers For Its EA8G Growlers Cut Back Their Range More Than The Old
Pods The Drive November 28, 2018.

43The Raytheoi€Company, File B416578.1, October 22, 2018ccessed athttps://www.gao.gov/docket/B16578.1
44 Department of Defens®irector, Operational Test and Evaluation, FY 2017 Annual Repartuary 2018, p. 265.

%6HH IRU H[DPSOH 5D\WKHRQXSWMLQHFRMP\ $LU 'HIHQVH 6\VWHPV ~ XQGDWHG
2019.

46 7\OHU 5RJRZD\ 35 RAEvaiaedd/Launched Decoy Test Is A Much Bigger Deal Than It Sounds
/ L N Hhé Drive August 24, 20186 HH DOV R & FO@ MW@ RuOTbidBUIg 6 & 2 TV (D U "-)X0Tested For
Swarm EW ‘Breaking DefenseAugust 23, 2018; Knberly Underwood U.S. Military Takes MALBX Oultfitted

with Electronic Warfare to the Air'Signal August 24, 2018.

4 ODWWKHZ R&yDasRiQ Develop Miniature Aerial Dec®gch for Navy Executive B, January 31, 2019;

5L F KD U GMAER-M/RMWgrdmmeTransitions into TMRRPhase Splits off JammerPayload "-DQHYYV OLVVLOHV
Rockets 2FWREHU - D MR ap K RbkireDriibadnchNext-Generation EWDecoy:the MALD-

N ‘Inside Defense 6HSWHPEHU USINAy o FidId & Iietwdrked Decoy/Jamméefense

Update August 26, 20187\OHU 5RJRZD\ 35 Advandedodd/launched Decoy Test Is A Much Bigger

'"HDO 7KDQ ,W 6TFhX DrigevAudustia4, 2018.
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Figure 12. Miniature Air -Launched Decoy (MALD)
(Shown fitted to a B52H bomber)

Source: 3KRWR DFFRPSDQ\LQ Rete MALBRANRAdRY Aif Launched Decoy Test Is A Much
Bigger Deal Than It Sounds Likghe Drive $XJXVW 7KH FDSWLR MAMR lodddeti SKRWR VWDW
up on a B52H.p

Figure 13. Miniature Air -Launched Decoy (MALD)

Source: 3SKRWR DFFRPSDQ\LQJ 7\OHU 5RAlRaAd2d Aif bdliRdH& Bedd$ Test Is A Much
%LJIJHU '"HDO 7KDQ ,W 6RXQGV /LNH p 7KH "ULYH $XJIXVW
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/| OUI OUPEOwW( UUUI Uwl OUw" 60T Ul UU
"OO0T Ul UUPOOEOW$6 w6 OUODOT w&UOUXx wmp$ 6 6 & A
*LYHQ WKHLU LQWHUHVW LQ DQG FRQFHUQWRHERBXMWH®W (: FDSE
SRZHU FRPSHWLWLRQ VRPH OHPEHUV Rl &RQJUHVV KDYH PHW LC
‘DUIDUH :RUNLQJ *URXSW KH& R QJUHNSW HV H QW D @ WYHR GXOFFHR® W K H

-RLQW (OHFWURPDJQHWLF 6SHFWUXPRSHUDWKR@ZWEBODGLQHVYV &
KDDWNHG WKH '2" WR

X GHYHORS D MRLQW FDPSDLJQ PRGHOLQJ FDSDELOLW\ WR PR
HITHFW RQ RSHUDWLRQV

x DVVHVV FDSFBISOIPLWHWHY ®RG (: SODWIRUPV DVVRFLDWHG ZLW
SODQV DQG

X GHYHORS DQ LQWHULP DQG DQQXDO UHSRUW RQ SURJUDPV
PLVVERQV

$Q LGHQWLFDO EZDWHI QWKW keHH @ B @/BIW H $UPH® 6HUYLFHV &RPPL
DUEOUOIBwusHe. wEW w D OUDP U a

20H SRWHQWLDO RYHUVLJKW LVVXH IRU &RQJUHVYV LV ZKHWKHU

ULJKW DPRXQW RI SULRULW\ WR DLUERUQH (: SURJUDPV LQ LWV

8 6 PLOLWDU\ (: SURJUDPV6 VIURKXQ G WHKHRAHYV IRU BDY\ VXUIDFH VI

RWKHU '"2(: GRIQRULWLHY SDUWLFXODUO\ LQ WKH FRQWH[W Rl UH

LPSURYHPHQWY LQ DLU GHIHQVH DQG (: FDSDELOLWLHV E\ 5XVVl1
DGYHUVDULHYV

&RQJUHVRQPDL\GHU GHYHORSPWQGHS B RFKHMWSXYEBLWDOHYV WR RWk
DGYDQFHG DLU GHIHQVH V\VWHPV 6RPH REVHWYBENOKYHVIR[SUF
XVH LWV DGYDQFHG DLU GHIHQAXU MMFMUH F6\$ 0V ® B WOWWLHWPY W/ R

HV WD E OWRK XIDW CDRFH \DOBQUHDO $ $' JRQHV DURXQG GHIHQGHG
(XURSH DQG OLGGOH (DVW DQG IR U PFIRXH W UW HOH WHIKDAM §XV\W KB V
DV &KLQD WR GR VRPHWKL®2WHPLRBWHUQY HRUWK AW DMWHLRRIW W K

“%6HH IRU H[DP9OMH HILQJ 3(OHFWURQLF :DUIDUH (OHFWbhRéMMI@HWLF 6SHFWU)
briefing scheduled for October 3, 2017, accessed March 11, 201tfh:4tearcolleague.u@d1709/kewwg briefing-
electroniewarfareelectromagnetispectrumoperations/ AOC [Association of Old Crowsfdvocacy EW Working

Group Hosts EW/EMSO Educational Bried Series for Congress 0D U FK DFFHVVHG ODUFK DV
http://www.ecrow.ordrticlesindexv4.aspaid=432979&issuelD52139 Association of Old Crows, intation to

panel discussion on the electromagnetic spectrum scheduled for June 21, 2016, accessed March 11, 2019, at
http://www.ecrow.orgddf/EWWG_invitation_6.21.pdfAssociation of OldCrows, photo of June 21, 2016, meeting,

accessed March 11, 1019 hdips://www.facebook.corabcrowsphotosélectroniewarfareworking-groupewwg
hostselectromagnetispectrurremspaneiw/10569680310181921he Association of Old Crows (AOC) is a

professional association for those with an interest in EW. For mateeohOC, see Association of Old Crows,

30LVVLRQ +LVWRU\ = DF FH \htgs:6mov2ddawK orgfagemissiénéndhistory

49H.R. 5522
50S. 2949

51 See, for examplaylichael Cecire NATO Is Focusing on the Wrong Russian Threatastern Europe’'World
Politics Review 2FWREHU &KL QD $Acc#s3 Wréea Denial OLVVLOH '"HIHQVH $GYRFDF\ $OOLDQFH
24, 2018;Dominik Jankowski Six Ways NATO Can Address the Russian Challeigg WODQWLF &RXQFLO -XO\
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5XVWLD $' DLU GHIHQVH VA\VWHPV KD YHIEEWD FMWHWQOMMFH $JF
VWDWHV WKDW 5XVVLDQ DLU GHIHQVH DUH DPRQJ WKH EHVW LQ
KLIJK@\SDEOH V\VWKRV H[SRAKN WR FRXQWULHV OLNH &KLQD LQWHE
UDQJH GHIHQ¥LYH V\VWHPV

‘2" VWDWHV WKDW &RUGH KDV RQH RI WKH ODUJHVW DLU GHIHQV
DGYDQFHI® QROWXRULUDFMHLVVLOHYV 7KHV HDKR @@WIBY WRH WKH 5XVV
GRPHVWLFDOO\ S DRGXMWKEH &JGSFHQW O\ ILWMGHG 5XVVLDQ 6

$Q $SULO SUHVV UHSRUW VWDWHG HPSKDVLV DGGHG

2QH R Iwitke€dHprbblems[U.S.] commandos are facing now is in Syria, whjchS.

Army General TonyJrThomas called theimost aggressive electronic warfare environment
on the planet from our adversaries. They are testing us every day, knocking our
communications dowrdisabling our EC-130s etc.™®

$QRWKHU IDFWRU &RQJUHVV PD\ FRIQQLVGH U2 L VXIQRSZ QLIQ ® HWLRMXI.
PRUH IXQGLQJ WR DLUERUQH (: SURJUDPV ZRXOG DIIHFW IXQGLQ
QRQ SULRULWLHYV DQG ZKDW WKH UHVXOWLQJ QHW FKDQJH ZRX(
FDSDELOLWLHYV

, PBwOIl w DPUEOUOI w$ § WYH XYVBEOD ONWDI UwE OE w
$QRWKHU SRWHQWLDO RYHUVLJIKW T VSXRIS RAH & RRQ.] URH VIVL U\E Z @ k
FDSDELOLWLHY DQG LQYHVWPHQWY LV DSSURSULDWH JLYHQ WK
SRWHQWLDO DGYHUVDULHV VXFK ZXBWVW IAYQRQELGRPESAEDI
VSHFLDOL]HG WDFWLFDO (:*DLMVEDQGR IV XF IO IDUWF WKW ($XFK DV WK
DQG (& VWULNH ILJKWHUV ZLWK HPEHGGH® QGFDISQEKBGWLHV V
GHFR\V DQG MDPPHWPEHWK BU R MHIIOW R WILIRREW HYROXWLRQV
DURFFXUWLO®F PLOLWDU\ RSHULDWLRRPWRSRQBMWSHWVRU H[DPSOH
JRUFH DQG ODULQH &RUSV QR ORQJHU RSHUDWH WKHLU RZQ VSH
IDYRRQWLQXHV WR RSHUDWH DG LLVQW HWWVLH HBIDWLRQ -DPPH L

ORUH JHQHUDOO\ WR ZKDW GHJUHH GR WKH DLUERUQH (: FDSDE
ODULQH &RUSY RYHUODS DQG LV WKDW RYHUODS DSSURSULDWH

3The Baltc Dilemma: NATO Security in the Russian A#tccess Bubble” 5R\DO 'DQLVK '"HIHQFH &ROOHJH 0D\
2018 (announcement for a conference scheduled for May 29, 2018); lan WilliaenRussiatNATO A2AD

Environment© &HQWHU IRU 6 WU DW H dies=(MisQII& Theat/ BRIRNNAle RepeDse PBdéet), January

3, 2017.

52 See, for example, dbertDalsjo, ChristoferBerglund,and MchaelJonssonBursting the Bubble, Russian A2/AD in

the Baltic Sea Region: Capabilities, Countermeasures, and Implicak@isSwedish Defence Research Agency,

ODUFK SS 'B¥YéevGR&ar CRims RussfaMighty Missiles Might Not Be So Mighty After

al " IDWLRQDO ,QWHUHVW JywiRaltkdalo I8 1s TimeadBdrsbtiewWestern A2/ADBubble ‘Kungl
Krigsvetenskapsakademi¢Royal Swedish Academy of War Sciences), June 16, 2017.

53 Defense Intelligence AgencRRussia Military Power, Building a Military to Support Great Power Aspirati@@s 7,

p. 79.

54 Department of Defensénnual Reportto ®RQJUHVY OLOLWDU\ DQG 6HFXULW\ '"HYHORSPHQWYV ,Q
Republic of Chin&2018, pp. 3435.

% +RZDUG $OWPDQ 362&RP /HDGHU :DQWHG WR 7RVV *RRT7TdngaBgflF IURP &DU %HI
Times April 26 (updated April 27), 2018.
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$ WKLUG SRWHQWLDO LVVXH IRU &RQJUHVV LV KRZ '2' XVHV DGY!
SODWIRUPVY KDYH HYROYHG IURP WKH PDQQHG SODWIRUPV ZLWK
($ % 3URZOHU DQ6€ RSPV &DOC *MRROWHKH Z(IBWK D FUHZ RI WZR
WKH 0%/'ZKLFK GRHV QRW KDYH FUHZ DQG LV D VWDQGRII ZHDSR
SRWHQWLDOO\ P D NHWLIPERLW UROPR® ¢MDIHA RXYV IRU PDQQHG DLI
&RQJUHVV PD\ FRQVLGHU SR G@GHYHRRS2'QU HHIOWWILRUPY WKDW DU}

RSHUDWLQJ LQ $ $' HQYLURQPHQWYV :KDW XQPDQQHG (: SURJUD
'RHV '2' SODQ WR GHYHORS \GRBRMLR QO MBAD'Q G

$"t A! w" OOxEUIUGUBOOBRWEUET Uw/ UOBEUUI O1 OU
$QRWKHU RYMYNURUWNE&RQJIJUHVV FRQFHIDQYHEKHXPIQUNVIRV\FBIQG UD\
SURFXUL®JW(RQG UHSOBVWLQ@BEH&LU )RUFH SODQ V+ VDR URUIO WF H
ZLWK @8V 7KH $LU )RUFH FXUUHQW@RPH LYW RDQWVQVIRU RSHUD

ZLWK RQH DLUFUDIW GHYRWHG WR WHVX3 Q ® DHGWRKUV HHR B GGARIHNV

WKH $LU )RUFH SODQ WR XVH D VPDO @GHLIWHHWWR E B LDJEFQHD WWVR  FF
RSHUDWLRQDO GHPDQGV"

6RPH OHPEHUV Rl &RQJHE W/QKIDYW HHU[IBVYWWWE BRBHXTUXLEFNQCR WKDC
WKH $LU )RUFH SODQV VR DV WR DFFH@QHWBYW® WKH UHSODFHPH
FRPPLWWHH DQG FRQIHUHQFH UHSRUW-BBRQJX DUH&DBH Q ULLDON LR@ DV
'"HIHQVH $ XVOKKRFM ]DRWUL RV FD@QG< MKW )< '2' DSHHUWR DBISHWUR QV
EHORZ
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OQw26w, E"EPOw- EUPOOEQuw#I1 11 00Ul w »pBuBUDPaEUDC

k k i w lnfNAULA Orlwthaihu k

7KH

7KH

+RXVH $UPHG 6HUYLFHV &RAPIWWRH ODQ LWV UHBHRUW
WKH )< 1DWLRBENVERMIHQWHR Y $BW VWDWH

>W@KH FRPPLWWHH VXSSRUWV WKH $LU )RU#E39§V HIIRUWYV WR U
Compass Call fleet with the more capable BCtype aircraft. The committee notes that

the Air Force must first comply with the National Defense Authorization AcFfscal

Year 2017 (Public Law 11828) and the National Defense Authorization Act for Fiscal
Year 2018 (Public Law 1181) before it can carry on with the transition plan. The Air
Force requested $108.1 million for fiscal year 2019 for oneSZCThe comiittee is
concerned that the Air Force plan to procure one aircraft per year over 10 years in order to
recapitalize this fleet is not the most efficient way to move the capability to the field
quickly, and may put the Compass Call mission at unacceptakl®frimission failure.
Therefore, the committee directs the Secretary of the Air Force to provide a briefing to the
House Committee on Armed Services by February 1, 2019, on the Compass Call transition
plan. This plan should include:

(1) courses of actioto accelerate the recapitalization of the #80H fleet and Baseline
4 development and deployment for incoming BT aircraft;

(2) attendant timelines for each course of action;
(3) cost estimates for each course of action;

(4) recommended course of actiand a plan to manage both fleets while supporting
combatant commander requirements; and

(5) an assessment of the potential for future cooperative development and procurement of
EC87B Compass Call aircraft by the Royal Air Force of the United Kingdomtlznd

Royal Australian Air Force in a way the leverages the best practices of tHESRC
cooperative program arrangement with the Royal Air Force of the United Kingdom. (Pages
23-24)

BHQDWH $UPHG 6HUYLFH\6 SRBMLWRIHHX QI LWV URHESRUW
WKH -RKQ 6 OF&DLQ 1DWLRQDOUHILNVEDK $¥KW KR U L ] DAWLICROHEF

IROORZLQJ

7KH FRPPLWWHH VXSSRUWYV WKH $LU )RUFH®¥M0HHIIRUWY WR UHFI
Compass Call fleet with the E8B7 type aircraft. The committee notes that before it can
carry on with the transition plan, the Depaent of Defense must first comply with the
related provisions in the National Defense Authorization Act for Fiscal Year 2017 (Public
Law 114:328) and the National Defense Authorization Act for Fiscal Year 2018 (Public
Law 115891). While the committee notéisat Department has submitted the certification
required by the National Defense Authorization Act for Fiscal Year 2018 (Public Law 115
91), delays in satisfying the requirement has led to a work stoppage on the program lasting
at least six weeks. The comttee is concerned about the potential for further work
stoppages should the Secretary of the Air Force fail to make a timely determination that
the EC87B has a high likelihood of meeting combatant requirements, as required by the
National Defense Autharation Act for Fiscal Year 2017 (Public Law 18P8). The
committee encourages the Secretary of the Air Force to make a timely determination for
this requirement to avoid further program delays and cost overruns.
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Therefore, the committee directs the Stameof the Air Force, not more than 60 days after
the determination required by the National Defense Authorization Act for Fiscal Year 2017
(Public Law 1148328) is made, to provide a briefing to the congressional defense
committees on the Compass Calhsiion plan. This plan should include:

(1) Courses of action to accelerate the recapitalization of th& ¥0E1 fleet and Baseline
4 development and deployment for incoming 8T aircraft;

(a) attendant timelines for each course of action;
(b) cost estimats for each course of action; and

(2) Recommended course of action and a plan to manage both fleets while supporting
combatant commander requirements. (Page$140

%81 YruNw# . #w xxUOxUDPEUD OO & ESEH#EYy® UDOOw woi

7KH +RXVH $SSURSULDWLRQW SRIBRLWWHHX QK LWV UHSRWWH
)< '2' DSSURSULBWLRQVVDNFDWHG WKH IROORZLQJ

7KH >FRPPLWWHHIV@ UHFRPPHQGDWIRfQr th& prggkam] SURFXUHPHQW
includes an increase of $194,000,000 above the budget request to procure and modify one

additional ECB7B Compass Call aircraft, with the expectation that such funds will allow

the Air Force to accelerate the fielding of the fourtichsaircraft to meet combatant

commander needs and mitigate performance concerns regarding the lega89H@eet.

The Committee recommends that the Secretary of the Air Force consider increasing the

procurement of E@7B aircraft to two per year if su@pace of recapitalization can be

achieved without unduly disrupting the operational availability of Compass Call capability

for the combatant commanders. (Page 188)

,Q ILQDO DFWLRQ RQ WKH )< '2' $SSURBSULBWLRQWS$FW 'LYLVL
6HSWHPEHU &RQJUHVV LQFUHDVHG WKH UHT%NVWHG DPR
B PLOOBRWRURJDP LQFBHOWHDW HY% DX WWH W D( I’V

UUT OUw( O OUOEUDOO

John R. Hoehn
Analyst in Military Capabilities and Programs

EOOOPOI ET Ol OUU
This report was originally written bRRay ZunigathertAir Force Fellow at the @gressional Research

Service It has subsequently been maintainedésemiah Gertler, Nathan Lucas, and John R. Hoéhn
CRS.

56 Joint Expanatory Statement fdi.R. 6157 PDF page 203 of 559, line 15.
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